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The “Mobile App Audit“ service 
can be used to identify existing 
vulnerabilities and risks in 
applications for mobile devices.

There are many fields of applications 
for apps for mobile devices like 
smartphones and tablets. Many 
businesses develop and publish 
apps to offer their customers access 
to information and services. On the 
other hand, apps are used inside the 
companies for the same reasons.

Like native PC applications or web-
based applications, apps can contain 
weaknesses as well, which are 
significantly different from the regular 
threats because of the specifics of the 
particular platforms. Attackers can 
utilize those weaknesses to access the 
data stored on the mobile devices or to 
use them as stepping stone for attacks 
on the company’s infrastructure.

The “Mobile App Audit” service’s goal 
is to identify vulnerabilities of the 
assessed app’s application layer.

Assessing apps for  
smartphones and tablets
Audit: Mobile App Audit

To achieve this, the apps will be 
examined in our labs for vulnerabilities 
– manually and by using automated 
tools. We will assess the backend 
communication, data storage on the 
mobile device and possible interactions 
with other apps.

Apps and backend components often 
form a whole, therefore we will 
also assess the backend services on 
application layer.

The following typical 
vulnerabilities will be assessed:

 >  Unencrypted or unauthenticated 
communication with the backend 
server

 > Disclosure of security relevant 
components of the application via 
APIs like Intents or URL handler

 > Information leakage because 
of third party components, for 
example for displaying ads

 > Storage of sensitive data in 
insecure areas, for example on 
SD cards or outside the key chain

 > Insecure use of web views by 
disclosing internal app APIs to 
unreliable web sites

 > Missing authorization checks in 
the backend

 > Classic vulnerabilities like SQL 
injection and buffer overflows

We will create a detailed 
report, that lists all identified 
vulnerabilities and suggests 
measures to fix them. This report 
can be used as a guideline by 
developers and IT operations to fix 
the vulnerabilities.
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The “Citrix Audit” service includes 
the assessment of a typical terminal 
server environment. It can disclose 
vulnerabilities in the safeguard of 
these pivotal components.

Often, a terminal server environment is 
used to provide key applications, which 
can be used by external and mobile 
users to access selected applications and 
resources.

The applications are either specifically 
unlocked for browser-based access 
or the users are allowed to access the 
desktop directly.

Analysing  
terminal servers
Audit: Citrix Audit

The dangers emanating from these 
scenarios are often underestimated.

NTT Security will assess to what extent 
a typical terminal server user can use 
non-approved applications or features 
(e.g. Internet access, system calls) or has 
other ways of compromising the system. 
If escaping the given environment 
is possible, access to neighbouring 
systems inside the DMZ or the local 
network will be evaluated.

The NTT Security “Citrix-Audit” 
service can consist of the 
following tests:

 >  Use of non-approved applications 
of features for a typical user

 > Escape from a given environment

 > Access to confidential data

 > Privilege escalation

 > Compromising the Systems

 > Assessing possible access to 
neighbouring systems inside the 
DMZ or the local network

 > Assessing the possibility of 
uploading malicious proof-of-
concept code to the system

The resulting report lists 
and explains all identified 
vulnerabilities in detail, suggests 
configuration changes and 
describes measures to increase 
security.
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The “Mobile Device Audit” can 
be used to identify existing 
vulnerabilities of mobile devices. 

Nowadays, it is unthinkable for 
modern businesses to do without 
them. The times when Blackberry 
smartphones were the measure of all 
things and the mobile daily business 
was manageable in terms of security 
are long gone. Today, iPhones, iPads, 
Android, Windows Phone and others are 
everywhere in the corporate world. 

Switching to these more modern and 
open platforms also entails risks, 
though. Not only the devices have 
changed, but also the way they are used 
in our business and private lives. In 
the past, business related and private 
data have been strictly separated, but 
nowadays they rather blend.

Assessing smartphones  
and tablets
Audit: Mobile Device Audit

Furthermore, more and more crucial 
and especially sensitive data is 
being stored and processed on these 
platforms. Often it is uncertain what 
kind of data is actually stored on the 
devices, and if and how it is protected 
against unauthorised access.

In many cases, the company’s security 
manager knows about this. But what 
can you do if the prophet has no honour 
in his own country, and all management 
emails and confidential documents are 
unprotected and open to third parties?

In these cases, NTT Security offers 
its “Mobile Device Audit” service. We 
will assess your mobile devices for 
compliance with the usual security 
standards and reveal the risks for your 
business.

The “Mobile Device Audit” can 
be used to assess the following 
devices:

 > Apple iOS (iPhone / iPad)

 > Android

 > Windows Mobile

 > Windows Phone

 > BlackBerry OS

The following security related 
aspects will be assessed:

 > Security relevant settings of the 
mobile OS

 > Connection between end devices 
and corporate network

 > Unauthorised access to the 
device

 > Extracting stored data

 > Evaluation and protection of 
stored data

 > Evaluating your special 
requirements

 > Compliance to company policies

The resulting report lists 
and explains all identified 
vulnerabilities in detail, suggests 
configuration changes and 
describes measures to increase 
security.
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The “Client Analysis” service can 
be used to assess the security of 
client computers in your business. 
It can also be used to thoroughly 
examine a new notebook or desktop 
image for vulnerabilities prior to its 
roll-out. 

Assessing a Windows client has the 
purpose to guarantee undisturbed 
operation in terms of security and to 
protect the client from today’s common 
threats. 

We will assess the following general 
threats and their counter measures:

 > Network attacks

 > Manipulation by the user

 > Intrusion of malware through 
permitted connections (web browsing, 
email)

Analysing notebooks /  
desktop systems
Audit: Client Analysis

This is a two-level service and its 
basic level is the assessment of the 
configuration settings in terms of 
security and safety measures.

In addition to that, the “Sneaking in 
malicious code” option can be booked 
to examine the possibilities of using 
the corporate network to upload and 
execute malicious code on a device.

The following aspects will be 
assessed in the “Configuration 
check” option:

 >  OS basic configuration

 > Browser security

 > Hardware manipulation

 > Data or software manipulation

 > Theft of the device

 > Unorganized user change

 > Mobile security

The procedure for the 
“Sneaking in malicious code” 
option is:

 >  Analysing the notebooks in our 
NTT Security lab

 > Sneaking in malicious code to 
the notebook (proof-of-concept) 
using the corporate network,  
if possible

 > Evaluation and documentation

The resulting report lists 
and explains all identified 
vulnerabilities in detail, suggests 
configuration changes and 
describes measures to increase 
security. This service’s basic 
package contains the assessment of 
an exemplary notebook or desktop 
image.

This service is also available as 
“Stolen notebook check” without 
login information.
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Nowadays, there is a variety of 
illegal, unauthorized or unpermitted 
actions that can be performed or 
facilitated with computers. 

Our “Forensics” service will provide you 
with a comprehensive analysis of the 
systems involved in a security incident, 
to clarify the cause and, if applicable, 
secure proof, clues and evidence,.

During a forensic analysis we try to 
answer the questions: who, what, where, 
when, wherewith and how.

The objective is, to find out, which 
vulnerabilities or methods have been 
used to perform the unauthorized 
action, what kind of damage has been 
caused and, if possible, who the attacker 
was.

NTT Security offers different kinds of 
this service. The “Network forensics” 
option tries to find the source of a 
compromising by analysing log files.

Assessing security  
incidents 
Audit: Forensics

The “Computer forensics” option 
identifies as much information as 
possible on the affected system, and 
tries to extract and capture it, without 
altering or manipulating the existing 
original data on the system. Thus, 
the first step is a forensically flawless 
conservation of data evidence.

The following target systems 
and, if applicable upstream 
components will be examined 
to investigate:

 >  Which vulnerabilities have been 
exploited 

 > Whether or not a Trojan has been 
installed

 > Where the source of the 
compromising is located

 > Whether or not other data 
or systems have also been 
compromised

 > Which methods the attacker has 
used

Computer forensics uses a 
manual examination of the 
affected systems, to

 >  Save data in a flawless way in 
terms of forensics

 > Examine them for proofs and 
clues

 > Restore data and look for 
evidence

 > Document your own actions in a 
flawless and complete way

 > Identify vulnerabilities or the 
source of a compromising

 > Trace back security incidents as 
far as possible

 > Summarize all findings in a 
usable and understandable report
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The “Social engineering” service 
examines gateways into your 
company that go beyond the 
common weak points of your IT 
infrastructure.

Often, the easiest way for an attacker 
into a company is to use employees, who 
unwittingly disclose information. An 
attacker can mislead employees with 
skilfully prepared phishing emails to 
disclose login credentials and other 
sensitive information.

Furthermore, this way can be used 
to sneak malware into the corporate 
network.

Besides these classic phishing scenarios, 
attackers often succeed by targeting 
employees on the phone as well.

Attackers acquire the necessary 
information for such a targeted attack 
using social networks and other publicly 
available sources.

A security audit that uses social 
engineering scenarios will help to 
evaluate the current security awareness 
of your staff.

Beyond that, it is, despite supposedly 
sufficient safety measures, often 
possible for unauthorized persons to get 
unnoticed access to sensitive areas of 
a company. This can be accomplished 
by using fake identities, insufficiently 
protected back entrances or via 
unsecured public or semi-public zones.

Auditing the staff’s security  
awareness 
Audit: Social Engineering

No matter which of these social 
engineering methods an attacker uses, 
the consequences for the company can 
be grave. In the scope of this service we 
will demonstrate in a pragmatic way, 
if there is potential for optimization in 
your organization.

All performed checks and results 
will be statistically evaluated and 
documented in detail. However, we 
will take care that it is not possible to 
identify specific employees.

We will create a report that contains 
organizational, technical and conceptual 
suggestions to improve the level of 
safety. In addition to that, the report will 
contain a management summary of all 
findings.

You can choose between the 
following scenarios:

 >  Suspicious emails / phishing

 > Disclosing sensitive information 
on the phone

 > Keeping silent about corporate 
secrets

 > Portable media / software 
copyrights

 > Access to client PCs and stealing 
sensitive information.

 > Unauthorized third party access 
to confidential employee data

 > Disclosing sensitive information 
in social networks

 > Access control for buildings

 > Taking sensitive photos

 > Protection of corporate property
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In the scope of 30 to 90 minutes 
Security Awareness workshops 
or Live Hacking demos we will 
demonstrate, how easy an attacker 
can get access to confidential data 
or sensitive systems. 

These “proof-of-concept” attacks usually 
will be performed in an environment 
that has been set up by NTT Security. 
In this case it is not necessary to access 
your corporate network or the Internet. 

You can compile the contents of the 
Security Awareness / Live Hacking 
workshops according to your 
requirements, based on the available 
modules. Other topics are available on 
request.

We also offer individual workshops, 
where the topics are specifically 
tailored to the customer’s requirements. 

We start by developing a workshop 
concept together with you, which will 
be adjusted to the intended audience 
and their IT skills.

 Specific corporate policies can be 
factored in, for example regarding the 
handling of passwords or removable 

Sensitizing management, staff and  
customers 
Audit: Security Awareness / Live-Hacking

media.

After that, all agreed contents will 
be presented to the audience in the 
workshop.

Of course we are also able to 
demonstrate the listed topics in the 
form of a live hacking demo during an 
internal or customer event.

Range of topics:

Attacks on web-based 
applications

 > Attack scenarios for online stores

 > Cross-site scripting

 > SQL Injection

 > Manipulating parameters

 > Attacks on clients

 > Safeguard measures for web-
based applications

NFC-Security

 > Reading payment cards

 > Bypassing access control systems

 > Phishing

Mobile security

 > Current attack scenarios for 
smartphones

 > Accessing Android and iOS 
devices

 > Reading private data, e.g. text 
messages, emails, contacts, social 
media

Voice-over-IP Security

 > Tapping calls

 > Attacks on VoIP components 

 > Denial-of-Service

Weaknesses of end devices

 > Buffer overflows

 > Code execution

 > Privilege escalation
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The PCI (Payment Card Industry) 
DSS program has been initiated 
by credit card companies, 
including MasterCard and VISA, 
to ensure the safety of credit card 
information. 

All dealers and service providers that 
process, store or forward credit card 
data are subject to this standard.

In addition, MasterCard demands to 
comply with this standard for all cards 
with a Maestro logo as well, for example 
EC cards or prepaid cards. The program 
defines the security mechanisms that 
have to be used and maintained, to 
protect credit card information on 
dealer or service provider systems.

Dealer and service provider are 
categorised by their acquirer into 
different levels, which are defined by 
the respective credit card organization 
based on the total number of yearly 
transactions and considering security 
incidents.

Level 1, 2 and 3 dealers as well as 
all service providers are required 
to perform a quarterly external 
vulnerability scan, which assesses all 
publicly available systems in terms of 
possible vulnerabilities. Level 4 dealers 
are encouraged to perform vulnerability 
scans.

Quarterly external vulnerability  
scans according to PCI DSS 
Audit: Quarterly PCI ASV Security Scans

NTT Security has been formally granted 
ASV (Approved Scanning Vendor) status 
by the PCI Security Standards Council 
and is therefore entitled to perform 
these vulnerability scans on behalf of 
their customers.

Besides weaknesses that are based 
on out-dated or insecure services, we 
will also identify vulnerabilities that 
are based on misconfigurations of 
operating systems and applications, 
and could allow unauthorised access to 
components in protected areas or the 
local network.

As part of the ASC security scan by 
NTT Security you will also gain insight 
into your organization’s PCI compliance 
status. After completing the scans you 
will receive a detailed, PCI compliant 
report, containing suggestions to fix 
identified weaknesses, if applicable.

The resulting report contains:

 > Identification of PCI relevant 
components

 > Detailed analysis of existing 
security risks in the examined 
network area

 > Vulnerabilities in operating 
systems

 > Suggestions how to fix these 
vulnerabilities

 > Prioritisation of the counter 
measures

 > References for the identified 
vulnerabilities

 > Compliance status for your 
infrastructure 

According to the ASC scan 
requirements we will create a high-
level report including a summary 
of the compliance status in addition 
to the detailed report.

The reports will be transmitted to 
the designated contacts in a secure 
way.
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Often there are specific audit 
requirements because of new 
technologies, proprietary systems or 
still used but out-dated technology.

Many companies require types of 
security assessments that cannot be 
covered by classical auditing methods, 
like typical infrastructure penetration 
tests, the assessment of a web-based 
application or client analyses.

Because of its long-term experience 
in the field of technical audits, NTT 
Security has special knowledge that 
can be used to meet these special 
requirements. 

For example, the safety of a NFC-based 
access control system can be subject 
to a technical audit to identify possible 
compromises.

In the scope of a classic dial-in 
assessment we can evaluate, whether 
or not analogue or digital devices are 
accessible via your telephone system or 
dedicated call numbers.

Furthermore, we are able to assess 
specific embedded devices, e.g. ATMs or 
vehicle head units.

Selective Assessment of  
specific environments
Audit: Rent A Pentester

Do you have special kinds of 
requirements or specific demands for 
assessments as well? Then please get 
in touch with us. Our specialists will 
evaluate your requirements thoroughly 
and suggest a custom-tailored 
assessment of your environment, if 
possible.

Scope and depth of the assessment 
will be discussed and agreed upon 
in advance, depending on the type of 
assessment.

We will create a report that contains 
organizational, technical and conceptual 
suggestions to improve the level of 
safety. In addition to that, the report will 
contain a management summary of all 
findings.

Examples for possible special 
assessments:

NFC security analysis 

 > Black box test of NFC-based card 
and access control systems

Kiosk audit

 > Analysis of info terminals

War dialling

 > Dial-in assessment to identify 
analogue and digital terminal 
devices

Initial security overview

 > Initial test of the perimeter, 
to identify the most critical 
vulnerabilities, typically in large 
environments (e.g. 200+ systems)

Auditing embedded system

 > ATM, Head Unit

Audit of a Enterprise Service 
Bus (ESB)
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The Internet is dynamic and the 
requirements for a web proxy 
environment change constantly. 

Social networks, streaming services 
and apps amount for a disproportional 
share of the data traffic worldwide, and 
despite offering new possibilities, they 
also entail yet unknown dangers for 
companies. 

Besides classic services like content and 
web control, a proxy server needs to 
evaluate and deliver the new contents in 
real time.

Many solution providers recognise 
this demand and add new features, 
mechanisms and options to their 
existing web proxy solutions to 
condition them to the “next generation”.

The specialists for “secure web 
browsing” (SWB) at NTT Security will 
examine and evaluate your respective 
infrastructure on-site. We will make 
sure that your web proxy infrastructure 
meets your business related IT 
requirements and complies with current 
security standards. Furthermore, we 
will benchmark your existing solution 
and compare it with relevant best-
practice solutions.

The NTT Security specialists will 
give you suggestions to optimize 
architecture and policies based on 
the actually available features of your 
existing solution.

The next generation proxy  
server
Assessment: Next Generation Proxy Assessment

Performance analysis

NTT Security will analyse and 
evaluate the performance of your 
environment. We also measure latency 
and transmission rate all the way into 
the client networks. At the same time, 
we will examine the proxy server’s 
workload and efficiency, from CPU and 
memory workload through to caching 
and authentication.

Software and firmware versions

Our specialists will examine and 
evaluate the software and firmware 
versions in use and compare them 
with the currently available versions, 
including all applicable patches and hot 
fixes. They are part of the assessment 
as well and will be seen in the context 
of the manufacturer’s end-of-life 
information. We want to give you a 
sustainable evaluation of your solution. 

Web access policies

We will also evaluate the applied 
policies on a technical level. Design 
and implementation of high-availability 
concepts, browser configurations, 
checks for malicious code and contents 
and authentication will be analysed as 
well.

Your NTT Security consultant will 
finally create a report of the assessment, 
that will display the current efficiency 
of your environment and as well contain 
suggestions to improve security and 
performance.

Challenge

The Internet is dynamic and the 
requirements for a web proxy 
change constantly

Objectives

Making sure that your web proxy 
infrastructure meets your business 
related IT requirements and 
complies with current security 
standards.

Steps

 > Performance analysis 

 > Software and firmware versions

 > Assessing web access policies

Result

After the assessment you will 
be presented a report that 
summarizes all findings. It will 
display the current efficiency 
of the environment and contain 
suggestions to improve security and 
performance
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Organizations and authorities 
report targeted malware attacks 
on an almost daily basis. In the 
past, threats originated from single 
perpetrators who were aiming 
for fame and appreciation. Today, 
though, we face a professional 
cyber crime industry. 

Many cyber attacks are targeted 
actions that penetrate existing security 
infrastructures and open permanent 
access to an organization and its data 
without being detected. The attacks 
often consist of multiple phases, each 
of which takes place in the background 
and in a completely unsuspicious 
way. Those kinds of attacks are called 
Advanced Persistent Threat (APT). The 
fragmentation of today’s work world, 
bring-your-own-device (BYOD) and 
mobile workers in external networks 
provide additional targets.

In most cases the targets do not get to 
know that they have been attacked and 
the repercussions can only be detected 
later. The specialists at NTT Security 
will evaluate whether or not your 
organization has already been attacked 
or infected.

Is your organization infected? 

Assessment: Cyber-Defense

Internal sand box testing

The NTT Security specialists will 
analyse your corporate network using 
specific sensors, which are connected 
transparently to your infrastructure 
through span or tap ports. Of course 
your network will not be changed or 
affected in any way. The analysis will be 
run over a period of one month using a 
sand box method.

Suspicious communication and 
contents will be correlated, executed 
and analysed in virtual environments. 
Thereby we can detect and protocol 
suspicious communication with the 
Internet and record the complete 
lifecycle of an attack.

The final report will give you a detailed 
list and explanation of all detected 
abnormalities, as well as suggestions for 
counter measures. Our specialists are 
also available to assist you in relieving a 
possible acute dangerous situation.

Challenges

 > Cyber criminals target 
organizations and authorities 
every day. 

 > APT attacks are targeted actions 
that threaten your organization’s 
safety as well, and cannot be 
handled with conventional 
methods.

Objective

 > This service helps to detect yet 
unnoticed attacks and suggests 
counter measures based on our 
long-term experience.

 > Furthermore you will gain 
valuable insight about who and 
wherewith your organization is 
being threatened.

Contents

 > Detection of yet unnoticed 
attacks

 > Alerting and escalation 

 > Recommendations for action

 > Monthly status report

 > Optimizing your security 
architecture

 > Forensic analysis
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All systems are up and running 
and there are no user complaints 
about unavailable services or 
applications – the perfect condition 
for all system administrators. But if 
just one central element fails, large 
parts of the IT infrastructure will 
grind to a halt, business processes 
are significantly impaired and the 
admin’s stress level rises. Although 
the replacement hardware is there 
in no time, nobody knows how the 
manually created backup can be 
restored, the last used software 
version is not documented and the 
backup does not work.

You can avoid scenarios like this by 
using a specific backup and disaster 
recovery strategy. The specialists at 
NTT Security will assess all necessary 
security systems in terms of their 
backup settings and evaluate your 
backup concepts and existing disaster 
recovery procedures. In the end you 
will receive a suggestion based on 
best practices that are typical for your 
environment.

Basic IT operations  
protection 
Assessment: Backup and Disaster Recovery

Basic assessment of your backup 
configuration

All used security products will be 
assessed in terms of their backup 
configurations and processes. We will 
check efficiency and validity.

Assessing your recovery processes

We will examine and evaluate your 
current recovery processes and 
documentations. We will check all 
SLAs regarding the covered system’s 
availability requirements. We will 
examine and evaluate recovery plans 
and test scenarios after recovery.

Assessing the monitoring and 
alerting settings

We will check all deployed systems 
whether or not for example the failure 
of a system or cluster member will be 
detected. We will also examine issues 
of effective alerting and the necessary 
responses.

Evaluating your availability 
requirements

We will examine and evaluate your 
requirements in terms of the maximal 
tolerable recovery time and potential 
data losses.

Steps

 > Basic assessment of your backup 
configuration

 > Assessing your recovery 
processes

 > Assessing the monitoring and 
alerting settings

 > Evaluating your availability 
requirements

Result

We will summarize the result 
of this assessment in a final 
report and give suggestions 
for configuration changes and 
improvements of the existing 
environment, to further minimize 
the risk of a system failure and to 
accelerate system recovery.
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According to Gartner, more than 
99 % of all security incidents are 
caused by misconfigurations rather 
than firewall vulnerabilities.

Companies and organizations grow 
dynamically, and so do their network 
infrastructures. Each new server 
needs at least one new firewall rule, a 
new interface or a VLAN id. Routing 
needs to be adjusted and at least three 
existing rules need modifications.

The increasing complexity and the 
large firewall rule sets result in 
misconfigurations and thus become a 
security risk.

During a firewall assessment we 
will examine the existing perimeter 
infrastructure. You can choose between 
two options:

Firewall Threat Assessment

The Threat Assessment’s focus is the 
analysis of your everyday network 
communication. Traditional firewalls 
work with IP addresses and TCP or 
UDP ports. However, there are no 
more one-to-one connections between 
application and port. Often, previously 
opened ports are being re-used for other 
communication connections.

In many cases there is no overview 
of the primarily used applications 
– officially or unofficially – in the 

Assessing the  
perimeter security
Assessment: Firewall

corporate network.

In the scope of the “Threat Assessment” 
service, we will analyse network traffic 
at a specific measuring point without 
affection operations. We will examine 
various indicators:

 > Use of applications and volume

 > Attacking attempts on known 
vulnerabilities

 > Transfer and drain of documents.

 > Bot and malware communication

The result of this analysis will be a 
report that is suitable for management 
and covers the top threats in your 
corporate network.

Firewall Configuration and Policy 
Assessment

The “Configuration and policy 
assessment” service examines 
an existing firewall cluster for 
misconfigurations, deviations from best 
practice and its load and performance 
properties. The assessment includes the 
following technical areas:

 > System software/firmware/patches 
System status und capacity

 > High availability

 > Firewall management

 > System settings incl. default checks

In a second step we will use semi-
automated tools to assess the firewall’s 
rule set.

Challenge

The increasing complexity and the 
large firewall rule sets can result in 
misconfigurations and thus become 
a security risk.

Steps

We offer two different types of this 
assessment.

 > Firewall Threat Assessment: 
Analysis of the threats in 
your everyday network 
communication.

 > Firewall Configuration and Policy 
Assessment: Complete analysis 
of existing firewall clusters for 
misconfigurations, deviations 
from best practice and load and 
performance properties.

Result

You will receive a report on your 
firewall configuration that is 
structured by the importance 
of the findings. You can use this 
report to deduce the necessary 
configuration changes or 
preventive improvements. You 
can optimize the order of firewall 
rules, eliminate redundant rules 
and thus indirectly improve the 
performance of your firewall.
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Employees, customers and partners 
need real-time access to information 
from anywhere on the planet. The 
increasing distribution of mobile 
and partly private devices and 
apps changes our way of working 
as well. For many organizations it 
is business-critical to have reliable 
and secure remote access to the 
corporate network. 

It is a challenge even for experienced 
admins to correctly evaluate the 
possibilities and dynamics of modern 
remote access solutions. Liberties that 
are necessary to fulfil a given task 
contrast with an appropriate access 
control to protect the organization’s data 
and resources all the time.

Secure mobile  
working
Assessment: Remote Access & SSL-VPN

When you deploy a new remote access 
solution, the rule set is usually easily 
manageable. But with every new 
requirement, the configuration gets 
more and more complex and rule sets 
grow with the years. Questions about 
the system’s safety arise:

 > Who gets access to which 
resources?>>Which criteria or group 
memberships are relevant for the 
permission settings?

 > How many entry points are there?

 > Are solely secure methods of 
authentication used?

 > Are exclusively secure end devices 
permitted?

During the assessment we will examine 
your existing remote access platform.

We will match the running 
configuration with the existing security 
policies and verify the settings in terms 
of best practices and suggestions by the 
manufacturer.

Steps

 > Analysing risks when using 
remote access

 > Improving access profiles

 > Verifying your configuration 
in terms of best practices and 
suggestions by the manufacturer

 > Suggestions for using role-based 
access concepts

 > Checking default settings

Result

The resulting report contains 
suggestions for configuration 
changes and risk minimizing. The 
changes can improve the system’s 
overall performance but are 
primarily meant to make mobile 
working more secure for your 
organization.
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Our specialists for ADC and load-
balancing at NTT Security will 
examine your systems and make 
sure that they meet your business 
related IT requirements and 
security standards.

We will perform a system comparison 
with relevant and typical best practices 
for your environment. We will cover 
these topics:

Assessing general ADC / LB 
functions

We will evaluate your current 
configurations and give you suggestions 
for optimization based on the available 
features of your currently installed 
software version.

Performance analysis of 
applications / evaluation of the 
server’s resource utilization

We will evaluate the current application 
server architecture on the ADC system, 
functionality and server concentration. 
We will give you suggestions to enhance 
the ADC infrastructure, to improve 
performance and load concentration of 
the physical and virtual servers.

Software, firmware and patch 
versions

We will evaluate your current software 
and firmware versions and compare 
them to the available versions and 
end-of-life information provided by the 
manufacturer, including all appropriate 
and useful patches and hotfixes.

Optimizing load-balancing and
resource utilization
Assessment: Application Delivery Controller (ADC) und Load Balancer 

System status and free/used system 
resources

We will analyse all internal resources 
and running processes and evaluate the 
system load.

High-availability and disaster 
recovery / redundancy concept

We will assess redundant high-
availability system configurations and 
compare their implementation with 
best practice designs. We will also 
examine and evaluate disaster recovery 
/ redundancy concepts including 
different systems at multiple locations 
and compare them with the respective 
business related requirements in terms 
of continuous application operations.

System services

We will assess your configuration and 
backup management as well as logging 
and archiving. We will also examine all 
management services on the systems in 
terms of system time (NTP, if applicable), 
name resolution and possible network 
management services.

Application security

We will check the web application 
firewall’s security configuration on 
the ADC system and evaluate the 
policy implementation in terms of the 
applications risk evaluation. We will also 
scan the log files for policy violations.

Possible other applications of the 
system

We will discuss possible other 
applications, that will benefit from using 
the ADC systems in terms of availability 
and performance.

Challenge

Assessing the current business 
related IT requirements and 
security standards.

Objective

Evaluation of the current status 
and suggestions for specific 
measures for improvement, 
e.g. comparison of typical and 
relevant best practices for your 
environment.

Steps

 > Basic assessment of the general 
ADC/LB functions

 > Performance analysis of 
applications and evaluation of the 
servers’ resource utilization

 > Software, firmware and patch 
versions

 > System status and free/used 
system resources

 > High-availability and disaster 
recovery / redundancy concept

 > System services

 > Application security

 > Possible other applications of the 
system

Result 

After examining and evaluating 
your ADC and load-balancing 
systems we will document all 
findings with suggestions as a 
package of measures.
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Slow applications, interruptions and 
long delays when accessing files 
via network, poor image quality in 
videoconferences, hourglass cursors 
and frozen screens. 

Does this sound familiar to you?

Solutions that are able to optimize the 
performance of existing infrastructures 
will help to master challenges like these 
in network and application contexts. 

A detailed analysis in form of a network 
and application assessment will assist 
you in advance, to give you a prompt 
and fitting evaluation of the benefits you 
can expect from acceleration solutions.

NTT Security specialists will 
examine:

 > Which applications are used in your 
corporate network?

 > How often are they used and do they 
need to be accelerated?

 > Which applications cause failures or 
poor performance?

 > Does your provider satisfy the SLAs 
(QoS in MPLS)?

 > Centralised, consolidated services and 
applications.

 > Communication connections 
and channels between multiple 
datacentres, branch offices, sales 
representatives etc.

Assessing the performance of  
networks and applications 
Assessment: Network & Application Performance

 > Different communication protocols 
and applications:

• Database replication, file transfer, 
email transfer 

• Portal applications, terminal server 
applications 

• CAD applications, ERP/CRM 
applications 

• Real-time applications like VoIP or 
video streaming

Approach for the analysis

We will use a passively installed 
network tool to record and analyse 
a variety of packet data and flow 
information. As a result of the analysis 
we will give you the following 
statements and analyses:

 > Clear reporting about your 
applications

 > End-to-end service monitoring and 
analysis of performance bottlenecks

 > Displaying dependencies between 
systems and applications

 > Analysis, using automated and 
dynamic alerts in case of performance 
or availability issues

 > Correlation with other information 
sources in your network

 > Additional troubleshooting including 
packet analysis if needed

Assessing the performance of 
networks and applications

Your NTT Security consultant 
evaluates various network 
characteristics using a passive 
analysis tool for network 
performance, and documents the 
findings together with suggestions 
as package of measures.

The report contains an evaluation 
of the current performance status 
as well as specific measures for 
improvement, among others tools 
and solutions to enhance the 
overall performance.
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Organizations more and more 
focus on the efficient utilization of 
IT applications in their business 
models and key processes. 

These applications serve as interfaces 
for transactions with customers, 
partners and suppliers. Thus, access 
to the company’s most business-
critical data and key figures becomes 
necessary.

SAP systems are the core of many 
current organization-wide business 
processes. Especially business-critical 
information about accounting and 
project calculations, personnel master 
data, material management, logistic and 
delivery processes or customer data 
runs through all components involved. 
In the process, a lot of standard 
applications, e.g. by SAP, but in many 
cases also integrative and adaptable 
in-house applications based on the SAP 
programming language ABAP are being 
used.

Compromising these systems can have 
extensive legal consequences or impair 
your business success significantly.

Our “SAP Security Assessment” service 
can help to identify and display a broad 
range of vulnerabilities in your SAP 
environment.

Detecting vulnerabilities in
SAP environments
Assessment: SAP Security

Contents

 > Assessing critical, security relevant 
configuration parameters of SAP 
application servers.

 > Analysing the access control lists of 
SAP application and message servers 
and all relevant instances.

 > Assessing specific vulnerabilities 
in terms of user authentication, 
password safety and the different 
application components when using 
single-sign-on methods.

 > Analysing the security of 
communication interfaces like RFC 
between SAP components.

Result

 > Actual security state analysis of all 
critical SAP components

 > Comparison and referenced 
assessment of all instances’ security 
configurations.

 > Verifying the change management 
process.

 > Among others, assessing the secinfo/
reginfo configuration, system security 
parameters and the configuration of 
the message servers.

 > Report on vulnerabilities with 
detailed information, how detected 
security issues can be resolved.

Challenge

Business models and processes 
focus on using IT applications as 
an interface for transactions with 
customers, partners and suppliers. 
In the process, a lot of standard 
applications, e.g. by SAP, but in 
many cases also integrative and 
adaptable in-house applications 
based on the SAP programming 
language ABAP are being used. 
However, integrating additional 
applications into the SAP core 
entails numerous security risks.

Objective

Identifying security relevant 
weaknesses in the key SAP 
systems and all connected 
components inside your 
organization. After examining 
and evaluating your SAP systems 
and their components, we will 
document the findings and give 
you detailed information on how 
to resolve the detected security 
issues.
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Leakage of confidential data can 
have significant consequences 
for a company. Penalties, loss 
of reputation, revenue and 
competitiveness are possible 
repercussions if sensitive data 
leaks.

Data is being sent by email, uploaded 
to the Internet and stored on memory 
sticks or at insecure locations.

In most cases the users are unaware 
of the consequences or they just follow 
their own internal, not optimized 
process. Classic scenarios like sending 
company data to their private email 
address to fulfil some tasks in the 
evening, the famous Outlook auto-
complete feature and trivial errors when 
entering an email address are possible 
ways for confidential data to leave the 
organization. 

The objective of the Data Leakage 
assessment is to learn how often and to 
what extent sensitive data leaves the 
organization.

Recognizing and  
avoiding data leakage
Assessment: Data Leakage

The assessment consists of two modules:

Detecting the transmission of 
sensitive data in the network

The NTT Security specialists will install 
sensors on the internet proxy servers 
and email gateways. We will examine to 
what extent previously defined records 
or file types leave the organisation.

The analysis is to be performed over a 
limited period of one month at a max.

After finishing the analysis we will 
present the findings in a detailed report

E-Discovery

We will focus on answering the 
question: “Where is sensitive data 
stored in our organization?” 

The distribution of sensitive data will 
be displayed using exemplary file or 
Sharepoint servers.

After the assessment we will 
summarize all findings in a report.

Both assessments make use of database 
contents, already classified data or pre-
defined file types.

Challenge

Leakage of confidential data can 
have significant consequences for a 
company.

Assessment 

The objective of the “Data 
Leakage” assessment is to learn, 
how often and to what extent and 
how sensitive data leaves the 
organization.

Result

After finishing the assessment 
we will present the findings in a 
detailed report.
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Which users have permission to 
read, edit or delete which data?

Who has access to the financial 
files?

What about HR?

Which directories are rarely used?

How have permissions been given 
then and now?

Are permissions ever revoked?

What happens if an employee 
moves to another department?

All these questions are justified and 
difficult to answer.

On the one hand, most organizations 
have structured standards for 
managing user permissions. On the 
other hand, companies experience a 
significant growth of unstructured data 
pools and massive fluctuations of user 
roles inside their organizations.

Displaying access permissions  
transparently
Assessment: Managing permissions for unstructured data

 File servers, Exchange, Sharepoint etc. 
grow by 80 % per year on average.

All this presents huge challenges to the 
IT departments in terms of managing 
user permissions.

The NTT Security specialists evaluate 
to what extent the current permission 
structures meet the company policies.

We will focus on the internal file, 
Exchange and Sharepoint servers.

In this context, our consultants will also 
examine common misconfigurations 
like recursions or “anybody” 
permissions.

Challenge

Who got which permissions,  
when and how?

Assessment 

 > Analysing and graphical 
overview of permissions of

 > Users

 > Groups

 > Group memberships

Result

The NTT Security specialists will 
summarize all this data in a report 
and give suggestions for an optimal 
permission management.



| 31

AUDITS & ASSESSMENTS

A
ud

it
s

A
ss
es
sm

en
ts

The increasing use of certificates 
for various applications in 
organizations demands greater 
attention to the methods and 
processes that are used. 

Especially the massive increase in 
services in the B2B, B2E and B2C fields 
that support SSL, opens many questions 
in terms of distribution, use and 
management of certificates within these 
services.

Certificates issued by public 
certification authorities

On web servers and for communication 
with external systems or persons, often 
certificates are used that are issued by 
public certification authorities. There 
are centralised purchasing processes, 
but there are exceptions as well:

 > Certificates that are required on short 
notice have been purchased by other 
means.

 > Old certificates from a former supplier 
are reused.

 > Test certificates are used after going 
live.

It must be clarified, if all these 
certificates meet the requirements 
in terms of key length, management 
processes and policies.

Certificates issued by internal CAs 
and applications.

With internal systems, often certificates 
are used that have been issued by an 
internal CA or that have been created 
as self-signed certificates during 
the original installation. It is a great 
challenge, to get an overview of these 
certificates, because there is no central 
office inside the organization that 
defines rules and monitors compliance 
with them.

Getting an overview of the  
used certificates 
Assessment: Certificate

Central corporate policies for 
certificates

It is necessary to define at least some 
rules in terms of important parameters 
and the most crucial processes to use 
certificates in an organization in a 
coordinated way. Besides the technical 
rules, it is especially unclear rules 
for the use of certificates that lead 
to uncontrolled growth and thus an 
incomplete image.

Uncontrolled growth of certificates

You can find certificates on almost 
every system inside of an organization:

 > External web or application servers 
and RAS solutions.

 > Certificates for email communication

 > Intranet server

 > Administrative access for: System 
management, applications, routers, 
and servers

 > On terminal devices to log into the 
WIFI and corporate network.

 > On mobile devices to log into email 
servers or VPNs

At the same time not only the 
distribution of a certificate is of vast 
importance, but also its security 
relevant properties: Key length, 
algorithms, validity, expiry date, 
compromised issuers. It is almost 
impossible to maintain an overview of 
the distribution of certificates inside an 
organization without the help of suitable 
tools.

Challenge

Today, certificates are used almost 
everywhere in corporate networks. 
Besides its use, especially the 
security relevant properties are of 
great significance.

Assistance from NTT Security

With the assistance of an 
experienced consultant and 
proven tools it is possible to get a 
first overview of the certificates 
used and you will get an idea of 
the large scope of this sensitive 
topic inside your organization. 
Besides registering known systems, 
you will also get references to 
components that have not been 
focused by now, that already use 
certificates for authentication or 
encryption or that can be enhanced 
in terms of security or functionality 
by using certificates.

A statistical overview of all 
certificates in circulation will 
enable you to determine the actual 
requirements and display the fields 
of application where they are used.

Result

After examining and evaluation 
the use and distribution of 
certificate-based authentication 
systems, your NTT Security 
consultant will document all 
findings together with suggestions 
as a catalogue of measures.
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Many companies are running at 
least one own PKI and they usually 
choose a pragmatic implementation 
to deal with the authentication 
issues of a mobile world. 

Thus, there are more and more PKI 
installations that are not based on 
thorough planning that takes basic 
security related and organizational 
questions into account: 

Typically a CA is quickly set up to 
equip a new web content gateway with 
a sub-CA certificate, or to issue client 
certificates for WIFI authentication.

As is so often, the truth is somewhere in 
between:

 > Exaggerated formalities often prevent 
any innovation.

 > Missing or incomplete policies 
quickly create security gaps in your 
infrastructure.

 > Half-hearted implementations of 
backup mechanisms will lead to a 
rude awakening in case of emergency.

If your operational staff has poor 
knowledge about the solutions, this will 
prevent a reasonable utilization of built-
in mechanisms for using certificates.

Trust is good

Many organizations do not understand 
the importance of a CA. An admin who 
has access to such a system can easily 
issue certificates of any kind. 

PKI and process  
evaluation
Assessment: Public Key Infrastructure (PKI)

Thus, the potential for abuse is very 
large. For example, one can create a 
user certificate for a colleague’s or a 
superior’s account, which can be used 
to log onto their Windows environment 
without affecting their password-based 
authentication in any way, making it 
impossible to detect the unauthorized 
access. If one has full access to the 
virtual environment, that is usually 
used to manage the CA’s keys, one could 
even create a complete copy of the PKI 
that can be used to create any kind of 
certificates at will.

Control is better

When all things are considered, one will 
soon recognize the importance of all PKI 
related processes being accountable:

 > Which admin changed the 
permissions on the CA server? 

 > Which users have applied for 
certificates?

 > Which CA operator has cleared the 
applications?

 > Which certificates are in circulation?

 > When will important certificates 
expire?

 > Do all key parameters comply with 
the latest recommendations?

Answering these questions will be 
possible only in a minority of cases if 
you look at ad-hoc implementations of 
PKI environments. On the one hand it 
is not certain that this information has 
been recorded in the first place. On 
the other hand it is unknown where 
potential information is being stored.

Knowledge is power

When running a CA, it is crucial for 
the admins to have a certain level of 
understanding of the systems, to make 
sure, that there is an awareness of 
possible security issues. At the same 
time, all defined processes and system 
settings should be suitable to prevent 
accidental misuse.

It is important that all processes are 
well thought through and reasonably 
structured when you are dealing with 
certificates and their underlying key 
material. Otherwise organizational gaps 
offer an easy target for attacks on the 
core of a security infrastructure that 
are virtually undetectable because of 
the complexity of the correlations.
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Challenge

Although it is getting more and more 
important to implement a Public-
key-infrastructure (PKI), it is often 
done without taking basic security 
aspects into account.

Assessment

With the assistance of our 
experienced consultants and the 
utilisation of proved tools, we will 
get a first overview of the Public-
key-infrastructure that is being 
used in your organization.

Steps

We will analyse the underlying 
certification processes and record 
all systems that are involved.

Result

After examining and evaluating 
the PKI and its organizational 
parameters, the NTT Security 
consultant will document all 
findings and suggestions as a 
catalogue of measures.

Assistance by NTT Security

An assessment by an experienced NTT 
Security consultant will result in a 
status report of your PKI environment 
and a catalogue of measures of how to 
improve it.
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Organizations that have 
implemented an identity 
management system (IDM) often 
face the challenge to check the 
once defined project goals against 
the currently implemented status. 
Especially if the deployment has 
been a long time ago and the IT 
landscape changed significantly 
in the meantime, we suggest an 
external assessment of your IDM 
system.

Typical questions when analysing an 
IDM system are:

 > Are there organizational changes that 
need to be implemented in the IDM 
system because of new processes and 
responsibilities?

 > How does the organization handle 
provisioning identities in cloud 
services?

 > Are the processes defined in the 
detailed concept anchored in the 
organization?

 > Are there new requirements for role 
models or permission distribution 
because of new IT systems or 
methods?

 > Do the technical properties of the 
system still meet the requirements?

 > Are there new requirements because 
of changing working environments 
(compliance, IKS, reporting) and are 
the relevant life cycles sufficiently 
mapped?

 > Is the IDM system suitable to support 
Identity and Access Governance (IAG) 
in the first place?

An identity management system  
is never finished
Assessment: Identity Management

 > How about interoperability with other 
systems or administrative processes 
like ITSM?

An IDM system is a key system with 
interfaces to almost any other IT project, 
but often it does not get the necessary 
attention because of budget or time 
related reasons. Thus there is a risk, to 
lose benefits that were intended during 
the original deployment.

Methodology

The IDM assessment is a bundled 
service that comes in three modules. 
The contents can be prioritised and 
complemented individually. In any case 
there will be a briefing because of the 
complexity of IDM implementations. 

Step 1 – Gathering data

Prior to the in-house workshop there 
will be a briefing to settle the audience 
(customer’s project team) and the 
necessary preparatory actions. In 
particular, NTT Security needs to sift all 
relevant documentation of the currently 
used IDM solution, like specification 
books, functional specs, (connection) 
concepts, modelled IDM processes, 
architecture and data models, project 
plans, acceptance protocols, operating 
manuals etc. 

Furthermore we will need relevant 
volumes (number of users, groups, work 
flows and roles, available licenses etc.) 
of the actual IDM system’s connected 
source and destination systems as well 
as other services that are going to be 
connected with the IDM system any 
time soon. We will need the already 

existing documentation for future 
systems as well. This is also true for 
possible adjustments that have been 
made on the project plans in terms of 
the time horizon or mile stones, or if the 
definition of the target has changed.

Step 2 – Stock-taking workshop

In the scope of a one-day on-site 
workshop with two consultants, all 
information gathered during step 1 will 
be scrutinised, checked for plausibility 
and, if necessary, further deepened.

Moreover, our consultants will get an 
idea of the implementation status of 
the current “live environment” of your 
IDM. One consultant will focus on the 
concept and implementation of the 
business layer: the functional detailed 
concept containing the descriptions 
of the user life cycles, functional 
connection concepts, GUIs, templates, 
exceptions and escalation paths. 
Another consultant will focus on the 
technical properties (technical concepts 
and their implementations) of your 
current IDM system.
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Features

 > An IDM systems assists in 
managing identity life cycles

 > The IDM systems needs to adjust 
to changing identity life cycles 
and services as well

 > With increasing frequency 
external services (cloud services, 
SaaS) need to be integrated into 
an IDM system

 > Sometimes basic properties of 
an existing IDM system are 
blocking the implementation 
of requirement profiles that 
have changed since the original 
deployment

 > Changes in processes need to be 
mapped back to the IDM system

Step 3 – Documenting and 
presenting the results

Our consultants will give you a 
presentation containing the fields of 
action, abnormalities and causes that 
have been identified during steps 1 and 
2. If possible we will also suggest first 
solutions during this step, although 
their feasibility might need to be 
verified separately, which is not part of 
this assessment.

Our objective is also, to outline a master 
plan, if key parts of the current IDM are 
no longer up-to-date or do not meet the 
organization’s changed requirements. 
This plan will prioritize and describe 
different approaches.
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The PCI (Payment Card Industry) 
DSS program has been initiated 
by credit card companies, 
including MasterCard and VISA, 
to ensure the safety of credit card 
information. 

All dealers and service providers that 
process, store or forward credit card 
data are subject to this standard.

In addition, MasterCard demands to 
comply with this standard for all cards 
with a Maestro logo as well, for example 
EC cards or prepaid cards. The program 
defines the security mechanisms that 
have to be used and maintained, to 
protect credit card information on 
dealer or service provider systems.

Dealers and service providers will 
be categorised by their acquirer 
into different levels, which are 
defined by the respective credit card 
organization based on the total number 
of yearly transactions and considering 
security incidents. Depending on this 
categorisation, either a self-assessment 
or an audit, performed by a PCI QSA is 
required. In both cases the resulting 
documents have to be signed by a board 
member.

A QSA audit is mandatory for larger 
dealers (level 1) as well as most service 
providers. If the compliance standards 
are not met, the acquirer might be 
subject to contractual penalties, which 
can be passed on to the dealers or 

On-site assessment of  
PCI DSS compliance
Assessment: Payment Card Industry (PCI) Qualified Security Assessor (QSA)

service providers.

NTT Security offers the following 
QSA audit services:

NTT Security has been formally granted 
QSA (Qualified Security Auditor) status 
by the PCI Security Standards Council 
and is therefore entitled to perform 
these vulnerability scans on behalf 
of their customers. Our NTT Security 
consultants have already assisted 
many customers in the US and Europe 
in meeting their PCI requirements. 
This service includes determining 
the relevant environments (scoping), 
identifying the missing security 
measures and documents (gap analysis) 
and a final formal on-site audit. 
Beyond that, we can assist you in the 
development of checks to compensate 
for requirements that cannot be met 
immediately.

After performing a QSA assessment you 
will receive a detailed report, which 
documents the examined environment’s 
compliance status according to the 
PCI DSS requirements. All findings 
will be transmitted to the prescribed 
office according to the credit card 
organization’s specific requirements.

Challenge

Larger dealers (level 1) and most 
service providers are required to 
perform a QSA assessment. If the 
compliance standards are not met, 
the acquirer may be subject to 
contractual penalties.

Audit

NTT Security has been formally 
granted QSA (Qualified Security 
Auditor) status by the PCI 
Security Standards Council and is 
therefore entitled to perform these 
vulnerability scans on behalf of 
their customers.

Steps 

 > Establishing and maintaining a 
secure network

 > Protecting the credit card 
holders’ data

 > Establishing and maintaining 
an effective vulnerability 
management program

 > Implementing strong access 
control mechanisms

 > Regular monitoring and auditing 
of networks

 > Maintaining guidelines regarding 
to information security and best 
practices for operations
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The PCI (Payment Card Industry) 
DSS program has been initiated 
by credit card companies, 
including MasterCard and VISA, 
to ensure the safety of credit card 
information. 

All dealers and service providers that 
process, store or forward credit card 
data are subject to this standard.

In addition, MasterCard demands to 
comply with this standard for all cards 
with a Maestro logo as well, for example 
EC cards or prepaid cards. 

The program defines the security 
mechanisms that have to be used 
and maintained, to protect credit 
card information on dealer or service 
provider systems.

Dealer and service provider are 
categorised by their acquirer into 
different levels, which are defined by 
the respective credit card organization 
based on the total number of yearly 
transactions and considering security 
incidents. Level 2 and 3 dealers and 
level 2 service providers are required 
to perform a self-assessment and fill an 
associated questionnaire.

Level 4 dealers are encouraged 
to return this self-assessment 
questionnaire.

Assistance with the self-assessment of  
your PCI DSS compliance
Assessment: Payment Card Industry (PCI Self)

There are multiple versions of this 
questionnaire that vary in scope. Your 
business model and the resulting 
variants of credit card data processing 
determine which version is applicable 
for your organization.

NTT Security will assist you with 
identifying the correct category and 
with selecting the right document.

The questionnaire will be quite complex 
depending on the category and requires 
basic knowledge of the architecture and 
operation of numerous infrastructure 
components. NTT Security has the 
know-how and the experience to make 
sure that your organization complies 
with the PCI standard. Our consultants 
cooperate with you to identify the 
systems and processes that need 
to be assessed and will explain the 
evaluation process to your staff. We will 
flexibly adapt to your needs and can 
either do the whole PCI process for you 
or assist you with assessing specific 
technical areas or filling the respective 
paragraphs of the questionnaire.

Challenge

Dealers and service providers 
are required to perform a self-
assessment and fill a respective 
form, which is based on their 
business model and the resulting 
variants of credit card data 
processing.

Assessment

NTT Security adapts to your needs 
and can either do the whole PCI 
process for you or assist you with 
assessing specific technical areas 
or filling the respective paragraphs 
of the questionnaire.

Steps 

 > Establishing and maintaining a 
secure network

 > Protecting the credit card 
holders’ data

 > Establishing and maintaining 
an effective vulnerability 
management program

 > Implementing strong access 
control mechanisms

 > Regular monitoring and auditing 
of networks

 > Maintaining guidelines regarding 
information security and best 
practices for operations
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To be permitted to stay in business, 
banks, financial service providers 
and insurance companies have 
to meet more and more detailed 
requirements by their regulating 
authorities, especially in terms of 
information security.

The “Minimum Requirements for 
Risk Management” (MaRisk) are 
one of the BaFin’s (Bundesanstalt 
für Finanzdienstleistungsaufsicht) 
instruments, to control the specific 
configurations of risk management at 
German finance institutions (MaRisk 
BA) and insurance companies (MaRisk 
VA). They are published in the form of 
circulars. The Swiss Eidgenössische 
Finanzmarktaufsicht (FIN-MA) and the 
Austrian Finanzmarktaufsichtsbehörde 
(FMA) have similar duties.

The principles and regulations for 
risk management in the financial and 
insurance sectors that have been issued 
by the regulating authorities over the 
past few years also affect information 
security in relevant aspects, because 
businesses depend to an increasing 
degree on secure and uninterrupted 
operations of their IT systems.

The principles and regulations for risk 
management in terms of IT security 
include general, but also very specific 
standards, mainly from the following 
areas:

 > Information security management 
(Complying with general security 
principles)

 > Risk management (Evaluating the 
risk analysis of IT systems)

Compliant risk management
(BaFin, FINMA, FMA)
Assessment: Finance and Insurance Compliance (BaFin, FINMA, FMA)

 > Emergency management (emergency 
concepts, business continuation and 
recovery plans)

 > Identity management (permission and 
role management)

 > Change management (in normal 
operation or in case of acquisitions 
and mergers)

Because of its long-term experience, 
NTT Security is able to evaluate 
regulatory requirements in relation to 
the existing security strategy. We can 
also assist you in discovering lacking 
features and make the right suggestions 
to comply with the principles. This 
happens in three phases: Analysis, 
evaluation and planning.

 > During the analysis phase, our 
consultants work to get an idea of the 
existing security strategy, solutions 
and processes.

 > During the evaluation phase, the data 
gathered during the analysis phase 
will be processed and documented. 
It will also be compared with the 
compliance requirements.

 > During the planning phase, the 
findings of the evaluation phase will 
be categorized with regard to existing 
deficiencies and priorities into single 
work packages, that allow to plan and 
perform all necessary steps to meet 
all regulatory requirements.

A final report will list all positive, 
already met requirements as well as all 
detected abnormalities and deficiencies, 
plus suggestions how to fix them.

Challenge

Banks, financial service providers 
and insurances are increasingly 
held liable by the regulating 
authorities to take care of an 
appropriate risk management in 
information security. 

Assessment steps

With the assistance of one of our 
experienced consultants we will 
assess to what extent compliance 
with the applying regulations has 
already been implemented in your 
organization (analysis), identify 
possible shortcomings (evaluation) 
and specifically work to fix them 
(planning).

Result

In the end, your NTT Security 
consultant will document all 
findings of the assessment in 
a report, containing specific 
suggestions and a catalogue of 
measures that has the objective 
to help you to meet the respective 
compliance requirements fully and 
comprehensively.
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Deutschland

NTT Security (Germany) GmbH

Robert-Bürkle-Strasse 3  
85737 Ismaning

Telefon  +49 89 945730 
de.info@nttcomsecurity.com

Schweiz

NTT Security (Switzerland) AG

Riedhofstrasse 11  
8804 Au ZH 
Telefon  +41 43 4777010 
ch.info@nttcomsecurity.com

Österreich

NTT Security (Austria) GmbH

Rivergate, Handelskai 92  
1200 Wien

Telefon  +43 1 71090190 
at.info@nttcomsecurity.com


